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OnpepneneHune

Cyber-physical Systems (CPS) - koHuenuus,
noapasymeBatolas MHTerpauuio
BbIYNCIUTENbHbLIX PECYPCOB B (PU3nyeckmne
NPoLEeCChlI.

MHTerpauusa Bbl4UCIINTENBbHbLIX, CETEBbIX U
don3nyecknx npoLieccos.

BeluncnurtenbHaa YacTtb BNuUseT Ha dousnyeckue
npouecchl 1 HA0bopOoT.

NcTopusa: BcTpamMBaemMble CUCTEMbI, CUCTEMBbI
peanbHOro BpeMeHU



CPS & loT

US (NIST): loT ectb NoT (Network of Things). A
oto — CPS.

EU: loT — 370, B nepByto o4epeab, cetb. CPS
cTposATcs 6base atom cetu: “The Internet of
Things allows CPS objects to be sensed and
controlled remotely across existing network
infrastructures ...”

Connected CPS ectb loT

Smart Cities ectb Data Driven Cities,
B3ammooTHoweHuna CPS u loT He meHsaoT
kapTury. CPS — 6a3a gns YMHoro ropoaa.



loT & lloT

lloT < loT

Obwmn koHceHecyc — lloT cooTBeTCTBYET
bonblue MeXmMallUHHbBIM
B3anmogeunctemam (M2M)

M2M vs. loT — pa3sHuua B
Nofb30BaTEeNIbCKUX MHTepdencax

Cyber-physical production systems
(CPPS). NMpumep: Industry 4.0



NIST CPS Framework

ONMUCaHUS XXN3HEHHOIO
uukna ("rpaHun”, facets)

NPAaKTUKN KN3HEHHOTO
uukna (activities and work
products)

onncaHusi pasnmnyHbIX
acrekroB (aspects)

OMMCaHNSA CKBO3HbIX
NHTepecoB (Cross-cutting
concerns)

system-of-systems

system

device




NIST CPS Framework
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Model of a CPS
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MIST CPS PWG Framework Release 1.0



CPS & EU

ITEA: Software
Intensive Systems

Internet of CPS in Manufacturing
Things Following
ARTEMIS-IA

Low power ECSEL - CPS Agenda
(Joint

Computing
Smart Anything Technology
Photonics EVEI'YWhEI'E InitiatiVE)

driven by
ARTEMIS

Robotics...
5G

Big Data

Member States
. Cow Initiatives




CTaHaapThbl BCTPaAMBaEMbIX CUCTEM
EU

» Cyber-Physical European Roadmap &
Strategy

 ARTEMIS Industry Association —
BCTpanBaeMble UHTENSEKTYalbHblE
CUCTEMbI ONA eBpOonenckoun
NPOMBbILLNEHHOCTH

« ARTEMIS cogepxmnt Hanbornee NornHbIn
OTYEeT Mo nNnaHam cTaHgapTU3aumnm



EU CPS-related standards areas

ARTEMIS SRA 2016 considers the following:

« Safety-critical Secure Systems

 Virtual World

« Big Data/Data Analytics

« Systems of Systems

« Cloud Services

* Internet of Things

« Autonomous, Adaptive and Predictive Control
« Computing & Multicore



Industry 4.0 n ctaHgapThl

RAMI 4.0 - reference architecture model.

3 3rIeMeHTa: B3auMoaencTtsme KOMMOHEHT
apPXUTEKTYPbI, XKUZHEHHbIN LIUKIT
KOMMOHEHT, YPOBHN aBTOMaTU3aLnm

DIN Standards - Deutsches Institut far
Normung

DIN SPEC 91345

[lepenaHo B International Organization for
Standardization (1SO) u International
Electrotechnical Commission (IEC). .



Namepenna RAMI: nepapxus

Axis 1 — Hierarchy: The Factory

The New World: Industrie 4.0 Connected
World

» Flexible systems and machines

 Functions are distributed
throughout the network

« Participants interact across

hierarchy levels Egggry
« Communication among all
participants
* Product is part of the network
Smart

Products

Graphics @ Plattform [ndustrie 4 .0



NamepeHna RAMI: apxutekTtypa

Axis 2 — Architecture

Organisation and Business Processes

¥ ONa Functions of the Asset

Information > Necessary Data

Communication ' Access to Information

Integration Transition from Real to Digital World

..

Physical Things in the Real World

Grafik @ Flattform Industrie 4 0 und Z%E|




Namepennsa RAMI: Xn3HeHHbIN
LMK

Axis 3 — Product Life Cycle

The Product: From the First Idea to the Scrapyard

vidINnlenance . vial ntenance

Type Instance

Construction Plan: Construction Plan: Production: Facility

Development Software Updates Product Management:

Construction Instruction Manual Data Usage

Computer Simulation Mainte nance Cycles Serial Number Service

Prototype .. ... Maintenance
Recycling
Scrapping ...

Graphics: Product Life Cycle, RAMI 40 © Platform Industrie 4.0 and Z%E|, Additions by Dr. Peter Adolphs



Layers

Business |
Functional |

Information

Communication

Integration |

Asset

Graphics @ Platifarm Industrie 4.0 and ZVEI



CrtaHpaptusauua B PO

 PBK n Pocctangapt: TexHnyeckumn
komuteTt 194 «Knbep-dpunanyeckmne
cucTtemsbl», anpenb 2017 ropa

e pa3paboTKka u MPUHATUE HALMOHANbHbIX
CTaHOApTOB

e pa3paboTka U rapMmoHmn3aLuns
MEXOYHaPOOHbIX CTaHOAPTOB.



[1naHbl PO

[[OCT P «MHTepHeT Bellen. 3TanoHHaa apxuTekTypa»
(rapmoHm3aLmst ¢ ICO/M3IK 30141);

«MHTepHeT Bellen. TepmuHbl 1 onpeaenenns» (MCO/MIK 20924);

«/IHTepHeT Bewen. MIHTeponepabernbHOCTbL CUCTEM «/HTEpHEeTa
Bewen». Yactb 1. Ctpyktypa» (MCO/MOK 21823-1);

«IHTepHeT Belen. HTeponepabernbHOCTbL cucTeM «MHTEpHETa
Bewen». Hactb X. CemaHTU4yeckasa nHtepornepabernbHOCTb»
(MCO/M3K 21823-X);

«bonbwune gaHHble. OTanoHHas apxutektypa» (MCO/M3K 20547);
«bonbwune gaHHble. TepMuHbl U onpegenenna» (MCO/M3IK 20546);

«YMHbIN ropof. AtanoHHas cTpykTypa UKT. Hactb 1. CTtpykTypa
busHec-npoueccoB YMHoro ropoga» (MCO/M3K 30145-1);

«YMHbIN ropof. AtanoHHas cTpykTypa UKT. Hactb 2. CTpykTypa
ynpasneHus s3HaHmammn YmHoro ropoga» (MCO/M3K 30145-2);

«YMHbIN ropog. dtanoHHas cTpyktypa UKT. Hacte 3. MHxeHepHble
cuctembl YMHoro ropoga» (MCO/M3K 30145-3);

«YMHbIN ropoa. lNokasatenu VIKT» (MCO/M3OK 30146)



4/ cTaHOapTOB

 W3C BKNtoumncsa B
pa3paboTKy

ctaHgapToB ans loT
(Web of Things)

 Pas3gen, KoTopbln
CpaBHUBAET UX C
OpyruMm nogxogamm
(Bkntovast NIST)
coaepxuT 46
Nno3numnn

1 W3C'’s strengths

2 Other organisations and standards

2.1 |IEEE (P2413)

2.2 HyperCAT

2.3 NIST (CPS PWG)
2.4 ZigBee Alliance
2.5 Internet of Things Directorate
2.6 IETF CoAP

2.7 [IETF ACE

2.8 IRTF T2TRG

2.9 loT Global Council
2.10 OASIS MQTT
2.11 OMG (DDS)
2.12 XMPP

2.13 AMQP



